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What Funds Can Take Away From SEC Cybersecurity Guidance 

Law360, New York (May 07, 2015, 3:30 PM ET) --  

In late April 2015, the U.S. Securities and Exchange 
Commission responded to the heightened risk of data breaches at 
the entities it regulates by issuing prescriptive guidance on 
cybersecurity for all investment advisers and registered investment 
companies, including mutual funds, insurance separate accounts and 
business development companies (funds). A guidance update, issued 
by the SEC’s powerful Division of Investment Management, identifies 
cybersecurity as an important issue it is following and lays out a 
series of steps it expects all funds, advisers and their chief 
compliance officers to take to address this issue. Funds and advisers 
are advised to pay close attention to this guidance, as it likely will 
serve as a template for an expected new round of targeted 
inspections on cybersecurity. 
 
As funds and advisers become ever more dependent on information 
technology to conduct their business and as cyberthreats increase in 
both intensity and destructive potential, the Division of Investment 
Management urges funds and advisers to review their cybersecurity 
strategy and improve their rapid response capability. The division expects funds and advisers to employ 
the familiar paradigm of risk assessments, action plans, written compliance policies and procedures, and 
oversight of service providers, so that they can mitigate harm to investors and prevent any violations of 
the federal securities laws. 
 
The division’s recommendations draw upon the recent discussions on cybersecurity that the division has 
held with fund boards and with senior management at investment advisers. It also reflects what the SEC 
learned at the SEC’s 2014 Cybersecurity Roundtable and from subsequent risk alerts and cyber readiness 
reviews conducted by the SEC’s Office of Compliance Inspections and Examinations, which were the 
subject of a report issued in February of this year. 
 
A critical takeaway from the new guidance is that all funds and advisers should take the time to identify 
how their obligations under the federal securities laws could be affected by a cyberattack. In other 
words, cybersecurity risks should be woven into the fabric of a fund’s or adviser’s compliance program 
and should be taken into account when funds and advisers assess their ability to prevent and detect 
violations of the federal securities laws. Such exercises will require legal and compliance personnel to 
work with their information technology professionals to “bridge the gap” in basic terminology, 
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understandings and work processes. 
 
Citing the seminal 2004 adopting release for the compliance rules, Rule 38a-1 under the Investment 
Company Act of 1940 (1940 Act) and Rule 206-4(7) under the Investment Advisers Act of 1940, the 
guidance notes that funds and advisers could mitigate the compliance risks associated with cyberthreats 
by addressing cybersecurity in all critical areas in their compliance program. The division pointed to 5 
areas of particular importance: 
 
Identity Theft and Data Protection 
 
The key SEC rules implicating cybersecurity are Regulation S P Rule 30, which incorporates the 
principles-based requirements of the Gramm-Leach-Bliley Act that require funds and advisers to have 
reasonable physical, administrative and technical controls to protect the integrity and confidentiality of 
customer data, and Regulation S-ID and related guidance, which requires certain funds and advisers to 
develop identity theft programs. The guidance notes that protection of commercial or market-sensitive 
information, as well as customer data, from malicious cyberintrusion may be necessary to protect 
customers’ interests. 
 
Fraud 
 
Cyberbreaches can result from targeted activities of insiders, including fund or advisory personnel, and 
can result in fraudulent activities. The guidance suggests that funds and advisers take appropriate 
precautions and include in their codes of ethics provisions relating to information security and employee 
behavior. 
 
Business Continuity 
 
An adviser’s fiduciary duty to its clients includes the obligation not to put clients at risk because the 
adviser is unable to provide advisory services. The division cites to the adviser’s compliance rule, Rule 
206(4)-7, and advises that cybersecurity risks should be addressed in an adviser’s business continuity 
plans. 
 
Disruptions in Service that Could Affect a Fund’s Ability to Process Transactions 
 
The guidance reminds funds that they may be in violation of Section 22(e) and Rule 22c-1 under the 
Investment Company Act if a cyberattack prevents a fund from processing and redeeming shares as 
required. Cyberattacks could also prevent funds and advisers from investing and managing assets in a 
manner consistent with the prospectus and other representations and contractual provisions. 
 
Management and Oversight of Service Providers 
 
Because funds and advisers rely on service providers to carry out their operations, they should assess 
whether they have in place adequate protective cybersecurity measures at their service providers. The 
division staff suggests that funds and advisers review their contracts with service providers to determine 
whether they sufficiently address technology issues and responsibilities for cyberattacks. The staff also 
suggests assessing whether any insurance coverage related to cybersecurity risk is necessary or 
appropriate. 
 
Other obligations under the federal securities laws, not addressed in the guidance, may also be affected 



 

 

by a cyberattack. These include the SEC’s books-and-records rules, disclosure requirements and rules 
requiring disclosure controls, among others. 
 
In sum, funds and advisers are advised to review their operations and compliance programs and assess 
whether they have measures in place designed to mitigate their exposure to cybersecurity risk. 
 
The division staff also recommends that funds and advisers take the following steps to address 
cybersecurity risks: 
 
1. Conduct Periodic Cybersecurity Risk Assessments. Such risk assessments could address where 
sensitive information is located, processed and stored and the capabilities of the technology systems 
used in those processes. Companies should identify and assess the internal and external threats to, and 
vulnerabilities of, sensitive information and technology systems in light of the physical and technical 
security controls and processes they have in place. They should also understand the impact on these 
systems if their information and technology systems are compromised. Companies should also assess 
the effectiveness of the governance structure they have in place for managing cybersecurity risks. If 
funds and advisers are affiliated with other entities and share common networks, the guidance notes 
that it may be appropriate to conduct a risk assessment of the entire corporate network. 
 
Similar to other federal and state regulators, the division staff suggests that funds and advisers consult 
the National Institute of Standards and Technology’s “Framework for Improving Critical Infrastructure 
Cybersecurity” when considering a strategy for mitigating exposure to cyberattacks. The NIST 
framework was issued by the White House in February 2014 as a collaborative effort between 
government and the private sector to provide a flexible approach that applies the principles and best 
practices of risk management to cybersecurity in order to improve the security and resilience of the 
nation’s critical infrastructure, including its financial sector infrastructure. FINRAand state insurance 
regulators at the National Association of Insurance Commissioners have also recognized the NIST 
framework. 
 
2. Create a Strategy Designed to Prevent, Detect and Respond to Cybersecurity Threats. Such a 
strategy could include technical controls, such as access controls, dual authentication, firewalls, tiered 
access to sensitive information, network segregation, and other measures and requirements for data 
encryption of data at rest and data in transit. The strategy should address restricting the use of 
removable storage media and using software that monitors technology systems for unusual activity, 
unauthorized incursions and exfiltration of sensitive data, as well as data backup and retrieval processes. 
The division also encourages funds and advisers to develop an incident response plan and routinely test 
the effectiveness of the strategy. 
 
3. Implement the Strategy Through Written Policies and Procedures and Training. Officers and 
employees should be trained regarding the applicable threats and measures to prevent, detect and 
respond to such threats. Funds and advisers may also consider education of their investors and service 
providers to reduce their exposure to cybersecurity threats. 
 
The division believes that funds and advisers will be better prepared to mitigate the impact of any cyber 
attacks if they adopt these measures when planning to address their cybersecurity risks and rapid 
response capability. While the division recognizes that it is not possible to anticipate and prevent every 
cyberattack, it believes that appropriate planning and readiness will mitigate the effects of a cyberattack 
on investors and clients and assist funds and advisers to comply with the federal securities laws. The 
division made clear that cybersecurity is an ongoing area of concern and that it will continue to focus on 



 

 

cybersecurity and monitor events in this area. Funds and advisers would do well to heed this guidance 
and thoroughly integrate cybersecurity risks and mitigation into their compliance program. 
 
—By Mary Jane Wilson-Bilik, Sutherland Asbill & Brennan LLP 
 
Mary Jane Wilson-Bilik is a partner in Sutherland's Washington, D.C., office. 
 
The opinions expressed are those of the author(s) and do not necessarily reflect the views of the firm, its 
clients, or Portfolio Media Inc., or any of its or their respective affiliates. This article is for general 
information purposes and is not intended to be and should not be taken as legal advice. 
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