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PART 1 OF THIS ARTICLE discussed the background 
of  the Dodd-Frank whistleblower program, the interplay 
of  the Dodd-Frank whistleblower program and company 
internal compliance processes, and several topics related to 
internal whistleblowers and applicability of  Dodd-Frank 
anti-retaliation protection. The SEC whistleblower program 
continues to be robust, announcing on August 30 that its 
awards to whistleblowers have exceeded $100 million.1 Part 2 
of  this article will discuss three areas implicating the balance 
between internal reporting and external whistleblowing: (1) 
whether individuals who report potential violations of  law 
internally, but not to the SEC, may assert claims under the 
Dodd-Frank anti-retaliation provision; (2) the extent to which 
companies may use or require confidentiality agreements of  
their employees in aid of  internal investigations; and (3) the 
extent to which individuals responsible for internal audit or 
compliance-related functions within a company may avail 
themselves of  the Dodd-Frank whistleblower program. 

INTERNAL WHISTLEBLOWERS AND 
APPLICABILITY OF DODD-FRANK ANTI-
RETALIATION PROTECTION ⦁ The SEC’s clear 
theme in the commentary accompanying the Final Rules 
implementing the Dodd-Frank Whistleblower Program was its 
desire to incentivize employees to report potential wrongdoing 

1  “SEC Whistleblower Program Surpasses $100 Million in Awards,” 
Press Rel. No. 2016-173, available at https://www.sec.gov/news/
pressrelease/2016-173.html. 
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through their companies’ internal reporting or 

compliance programs, while not requiring internal 

reporting as a prerequisite for whistleblower 

benefits and protections.2  

Courts Are Split on the Issue

 A split has developed in the courts, however, 

regarding whether the balance attempted by 

the SEC in its Final Rules is viable—specifically, 

whether an employee who reports possible securities 

law violations internally, but not to the SEC, is a 

“whistleblower” entitled to protection under the 

Dodd-Frank anti-retaliation provision.  

 The Fifth Circuit Court of  Appeals was the 

first appellate court to address that question; it held 

in Asadi v. G.E. Energy (USA), L.L.C.3 that the answer 

to that question is “no.” The Second Circuit Court 

of  Appeals, in Berman v. Neo@Ogilvy LLC,4 held that 

the answer is “yes.” By a fairly narrow margin, 

2  See generally Implementation of the Whistleblower 
Provisions of Section 21F of the Securities Exchange Act of 
1934, SEC Release No. 34-64545, 76 Fed. Reg. 34300-01, 
34301 (June 13, 2011) (“Interpretive Release”).

3  Asadi v. G.E. Energy (USA), L.L.C., 720 F.3d 620  (5th Cir. 
2013).

4  Berman v. Neo@Ogilvy LLC, 801 F.3d 145 (2d Cir. 2015).  

Asadi represents the minority view,5 and Berman the 
majority.6  

 The issue dividing the courts is one of  statutory 
interpretation and depends upon whether the anti-
retaliation provision of  Dodd-Frank is ambiguous. 
The Asadi line of  cases finds no ambiguity in the 
provision and construes it as written, to apply 
only to whistleblowers who have reported alleged 
misconduct to the SEC. This strict construction, as 

5  Lamb v. Rockwell Automation, Inc., No. 15-CV-1415, 2016 WL 
4273210 (E.D. Wis. Aug. 12, 2016); Puffenbarger v. Engility Corp., 
151 F. Supp. 3d 651 (E.D. Va. 2015); Verble v. Morgan Stanley 
Smith Barney, LLC, 148 F. Supp. 3d 644 (E.D. Tenn. 2015); 
Verfuerth v. Orion Energy Sys., Inc., 65 F. Supp. 3d 640 (E.D. 
Wis. 2014); Englehart v. Career Educ. Corp., No. 8:14-CV-444-T-
33EAJ, 2014 WL 2619501 (M.D. Fla. May 12, 2014); Banko v. 
Apple Inc., 20 F. Supp. 3d 749 (N.D. Cal. 2013); Wagner v. Bank 
of  America Corp., No. 12-cv-00381-RBJ, 2013 WL 3786643 (D. 
Colo. July 19, 2013), aff’d on other grounds, 571 Fed. App’x 698 
(10th Cir. 2014).

6  Lutzeier v. Citigroup, Inc., No. 4:14CV183 RLW, 2015 WL 
7306443 (E.D. Mo. Nov. 19, 2015); Dressler v. Lime Energy, 
No. 3:14-cv-07060 (FLW), 2015 WL 4773326 (D.N.J. Aug. 
13, 2015) (not for publication); Somers v. Digital Realty Trust, 
Inc., 119 F. Supp. 3d 1088 (N.D. Cal. 2015); Connolly v. Remkes, 
No. 5:14-CV-01344, 2014 WL 5473144 (N.D. Cal. Oct. 28, 
2014); Bussing v. COR Clearing, LLC, 20 F. Supp. 3d 719 (D. 
Nebr. 2014); Yang v. Navigators Group, Inc., 18 F. Supp. 3d 519 
(S.D.N.Y. 2014); Khazin v. TD Ameritrade Holding Corp., No. 
13-4149 (SDW), 2014 WL 940703 (D.N.J. Mar. 11, 2014); 
Rosenblum v. Thomson Reuters (Markets) LLC, 984 F. Supp. 2d 141 
(S.D.N.Y. 2013); Ellington v. Giacoumakis, 977 F. Supp. 2d 42 (D. 
Mass. 2013); Genberg v. Porter, 935 F. Supp. 2d 1094 (D. Col. 
2013); Kramer v. Trans-Lux Corp., No. 3:11cv1424 (SRU), 2012 
WL 4444820 (D. Conn. Sept. 25, 2012); Nollner v. Southern 
Baptist Convention, Inc., 852 F. Supp. 2d 986 (M.D. Tenn. 2012); 
Egan v. TradingScreen, Inc., No. 10 Civ. 8202 (LBS), 2011 WL 
1672066 (S.D.N.Y. May 4, 2011).
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discussed below, has the potential to remove, or at 
least diminish,7 one incentive for whistleblowers to 
report their concerns through internal channels. 

 Likely in an effort to preserve the balance it tried 
to strike in its Final Rules, the SEC has advocated 
for a broader interpretation of  “whistleblower” in 
the anti-retaliation context and in 2015, before the 
Second Circuit’s opinion in Berman was released, 
issued an Interpretive Rule stating that the Dodd-
Frank anti-retaliation provision is ambiguous 
and offering its own, broader, interpretation that 
does not limit the Dodd-Frank anti-retaliation 
protections to those who have reported to the SEC.8  
Consistent with the SEC, the Berman line of  cases 
holds that the provision is ambiguous and gives 
deference to the SEC’s broader interpretation.

 In its Interpretive Rule, the SEC undertook to 
resolve the ambiguity it had found by promulgating 
“two separate definitions of  ‘whistleblower’”:  
the definition that applies to the award and 
confidentiality provisions mirrors the statutory 

7  Sarbanes-Oxley also provides protection and a private 
right of  action against retaliation; thus, those who blow the 
whistle internally are not without recourse if  their employer 
retaliates against them for doing so.   18 U.S.C. § 1514A.  As 
courts have noted, however, the anti-retaliation provisions of  
Sarbanes-Oxley and Dodd-Frank are not coextensive:   In 
comparison to Dodd-Frank, Sarbanes-Oxley does not allow 
recovery of  multiples of  monetary damages (although it does 
allow recovery of  noneconomic damages), requires that a 
complaint first be filed with the Secretary of  Labor before 
filing suit, and has a significantly shorter statute of  limitations.  
E.g., Asadi, 720 F.3d at 629.

8  Interpretation of the SEC’s Whistleblower Rules under 
Section 21F of the Securities Exchange Act of 1934, SEC 
Release No. 34-75592, 2015 WL 4624264 (Aug. 4, 2015) 
(“Interpretive Rule”).

definition; the definition that applies to the anti-
retaliation protections under Section 21F-6(h)(1) 
does not require reporting to the SEC in accordance 
with the procedures prescribed in Rule 21F-9(a).9  

 The SEC’s Interpretive Rule defines 
“whistleblower” to include not only those who 
report potential violations to the SEC, but also those 
who take any of  the actions listed in subsections 
(i) through (iii) above, including those who make 
disclosures that are required or protected under 
Sarbanes-Oxley:

For purposes of  the anti-retaliation protections 
afforded by Section 21F(h)(1) of  the 
Exchange Act (15 U.S.C. 78u–6(h)(1)), you are 
a whistleblower if:

…
(ii)  You provide that information in a 
manner described in Section 21F(h)(1)(A) of  
the Exchange Act (15 U.S.C. 78u–6(h)
(1)(A)).
(iii) The anti-retaliation protections 
apply whether or not you satisfy 
the requirements, procedures and 
conditions to qualify for an award.10

 The SEC explained that its interpretation 
furthered the policy of  encouraging potential 
whistleblowers to report their information 
internally and that “[a] contrary interpretation 
would undermine the other incentives that were put 
in place through the Commission’s whistleblower 
rules in order to encourage internal reporting.”11

 

9  Id. at *2.

10  17 C.F.R. § 240.21F-2(b)(1) (emphasis added).

11  Id. at *3 (footnotes omitted).
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How the Dilemma Presents Itself
 The typical fact pattern triggering this issue is as 
follows. An employee learns of  a potential violation 
of  the securities laws at his employer and reports 
it internally through methods approved under 
Sarbanes-Oxley. Within a few weeks, the company 
takes adverse action against the employee, allegedly 
because of  his report, and the employee sues under 
the whistleblower protection provision of  Dodd-
Frank, 15 U.S.C. § 78u-6(h). The employer then 
moves to dismiss on the grounds that the employee 
does not qualify as a Dodd-Frank “whistleblower” 
as that term is defined in Section 78u-6(a)(6) and 
therefore has no private right of  action under 
Section 78u-6(h).  

 The courts that have analyzed the issue have 
followed the same general framework, albeit with 
differing results. The starting point is the statutory 
definition: “In this section the following definitions 
shall apply: … The term ‘whistleblower’ means any 
individual who provides, or 2 or more individuals 
acting jointly who provide, information relating to 
a violation of  the securities laws to the Commission, in 
a manner established, by rule or regulation, by the 
Commission.”12 Courts appear uniformly to agree 
that this definition appears to exclude individuals 
who report potential violations to anyone other 
than the SEC. As the Fifth Circuit stated in 
Asadi: “This definition, standing alone, expressly 
and unambiguously requires that an individual 
provide information to the SEC to qualify as a 
‘whistleblower’ for purposes of  § 78u-6.”13

12  15 U.S.C. §78u-6(a)(6) (emphasis added).   

13  Asadi, 720 F.3d at 623 (quoting Antonin Scalia & Bryan 
A. Garner, Reading Law:   The Interpretation of  Legal Texts 
226 (1st ed. 2012) (“When … a definitional section says that 
a word ‘means’ something, the clear import is that this is its 
only meaning.”)).

 The cases then diverge in their interpretation 
of  the anti-retaliation provision in Section 78u-6(h), 
given that statutory definition. Subsection 6(h) 
states:

No employer may discharge, demote, suspend, 
threaten, harass, directly or indirectly, or in 
any other manner discriminate against, a 
whistleblower in the terms and conditions of  
employment because of  any lawful act done 
by the whistleblower – 

(i)  in providing information 
to the Commission …
(ii)  in initiating, testifying in, 
or assisting in any investigation or 
judicial or administrative action of  
the Commission …; or
(iii) in making disclosures 
that are required or protected 
under [Sarbanes-Oxley], the 
Securities Exchange Act of  1934 
(15 U.S.C. 78a et seq.), including 
section 10A(m) of  such Act (15 
U.S.C. 78f(m)), section 1513(e) 
of  Title 18, and any other law, 
rule, or regulation subject to the 
jurisdiction of  the Commission.14

 The plaintiff in our hypothetical concedes 
that he does not meet the statutory definition of  
“whistleblower” because he did not make a report 
to the SEC, but asserts that he nonetheless should 
be able to recover damages under subsection 6(h)(iii) 
and the SEC’s Interpretive Rule because he made 
disclosures required or protected under Sarbanes-
Oxley as set forth in subsection (iii). Accordingly, 
the SEC’s Rule would allow our hypothetical 

14  15 U.S.C. § 78u-6(h)(1)(A) (emphasis added).



26  |  The Practical Lawyer  October 2016

plaintiff to assert his Dodd-Frank retaliation claim; 
the statutory definition of  “whistleblower” would 
not. 

 Whether the statutory definition or the SEC’s 
Rule is to carry the day depends upon how the 
court applies the two-step process of  statutory 
interpretation established by Chevron U.S.A., Inc. 
v. Natural Resources Defense Council, Inc.15 The first 
step inquires “whether Congress has directly 
spoken to the precise question at issue. If  the 
intent of  Congress is clear, that is the end of  the 
matter; for the court, as well as the agency, must 
give effect to the unambiguously expressed intent 
of  Congress.”16 If, however, “the statute is silent 
or ambiguous with respect to the specific issue,” 
the court proceeds to the second step, which is to 
determine “whether the agency’s answer is based 
on a permissible construction of  the statute.”17 “If  
the agency’s interpretation is reasonable, then [the 
court] must defer to it.”18  

Rationale Favoring a Broader Interpretation 
– the Berman Line
 The Berman line of  cases concludes that the 
statute is ambiguous because “a literal reading of  
the definition of  the term ‘whistleblower’ in 15 
U.S.C. § 78u-69a)(6), requiring reporting to the 
SEC, would effectively invalidate § 78u-6(h)(1)(A)
(iii)’s protection of  whistleblower disclosures that 
do not require reporting to the SEC.”19  

15  467 U.S. 837 (1984).

16  Id. at 842-43.

17  Id. at 843.

18  Kar Onn Lee v. Holder, 701 F.3d 931, 936 (2d Cir. 2012).

19  Egan, 2011 WL 1672066 at *4.   See also Connolly, 2014 
WL 5473144 at *6 (“§ 78u-6(h)(1)(A)(iii) would be ineffective if  
whistleblowers must report directly to the SEC.”). Increasingly, 

 A number of  these decisions, including 
Berman itself, have noted that strict adherence to 
the statutory language would create “significant 
tension” within subsection 21F, as it would leave 
subdivision (iii) with an extremely limited scope.20 
For example, many whistleblowers would report 
only to their employer and not simultaneously 
to the SEC. Additionally, certain categories of  
whistleblowers—such as auditors and attorneys—
cannot report wrongdoing to the SEC until after 
they have reported it to the company, their client.21 

 Adding to the mix is the fact that subsection 
(iii) was added to the anti-retaliation provision 
“at the very last minute” and does not appear to 
have been discussed in the legislative record.22 The 

as the number of  decisions mounts, courts have referred to 
the number of opinions finding ambiguity as evidence that 
the statute is indeed ambiguous.   E.g., Dressler, 2015 WL 
4773326 at *11 n.5 (“Generally, however, the speculation in 
which courts have had to engage regarding Congressional 
intent weighs in favor of  finding ambiguity.”); Murray, 2013 
WL 2190084 at *5 (“The existence of  these ‘competing, 
plausible interpretations’ of  the statutory provisions compels 
the conclusion that ‘the statutory text is ambiguous in 
conveying Congress’s intent.’”).   But see Englehart, 2014 
WL 2619501 at *8 (“The fact that numerous courts have 
interpreted the same statutory language differently does not 
render the statute ambiguous”).

20  Berman, 801 F.3d at 151. 

21  Id. (citing 15 U.S.C. § 78j-1(b) as to auditors and 15 
U.S.C. § 7245 and 17 C.F.R. § 205.1-7 as to attorneys).  
See also 17 C.F.R. § 205.3(d)(2)(i)-(i) (attorneys will not 
externally report violations to the SEC unless a number of 
preconditions are satisfied).

22  Somers, 119 F. Supp. 3d at 1103 (citing H.R. 4173, 111th 
Cong. (May 27, 2010; Public Print) (last version before 
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Second Circuit in Berman noted “the realities of  the 
legislative process”:

When conferees are hastily trying to reconcile 
House and Senate bills, each of  which 
number hundreds of  pages, and someone 
succeeds in inserting a new provision like 
subdivision (iii) into subsection 21F(h)(1)(A), 
it is not at all surprising that no one noticed 
that the new subdivision and the definition 
of  “whistleblower” do not fit together neatly. 
… Ultimately, we think it doubtful that the 
conferees who accepted the last-minute 
insertion of  subdivision (iii) would have 
expected it to have the extremely limited 
scope it would have if  it were restricted by 
the Commission reporting requirement in 
the “whistleblower” definition in subsection 
21F(a)(6).23

 Having concluded that the statute is internally 
inconsistent and therefore ambiguous, the courts 
following the Berman rationale have found it 
appropriate to look to the SEC’s rule for guidance, 
have found it a permissible construction of  the 
statute, and have afforded it judicial deference 
under Chevron. 

Rationale Rejecting the SEC’s Interpretation 
– the Asadi Line
 The Asadi line of  cases takes the opposite view, 
holding that there is no internal inconsistency 
between the definition and Subsection (iii) and 
therefore no ambiguity and no deference to be 
afforded the SEC’s interpretation in the Final 
Rules.  As the Fifth Circuit stated in Asadi:

passage did not contain Subsection (iii)).   

23  Berman, 801 F.3d at 154-55.

Under Dodd-Frank’s plain language and 
structure, there is only one category of  
whistleblowers:  individuals who provide 
information relating to a securities law 
violation to the SEC.  The three categories 
listed in subparagraph § 78u-6(h)(1)
(A) represent the protected activity in a 
whistleblower-protection claim.  They do not, 
however, define which individuals qualify as 
whistleblowers.24

 As one court explained, “No matter what else 
one might say about subsection (iii), it is part of  
section (h) which relates only to ‘whistleblowers.’  
That term is defined in the statute as indicated 
above.  There is no separate or different definition 
of  ‘whistleblower’ in subsection (iii).”25

 The Fifth Circuit disagreed with those 
courts who believed that the interplay between 
the definition of  “whistleblower” and the anti-
retaliation provision rendered subsection (iii) 
superfluous: “[s]pecifically, this category [subsection 
(iii)] protects whistleblowers from retaliation, based 
not on the individual’s disclosure of  information 
to the SEC but, instead, on that individual’s other 
possible required or protected disclosure(s).”26 The 
court then gave an example of  an employee who 
reports a securities law violation simultaneously to 
the CEO of  his company and to the SEC and is 
fired because of  the internal report, not because of  
the SEC report.

24  Asadi , 720 F.3d at 620, 625.

25  Wagner, 2013 WL 3786643 at *5; see also Banko, 20 F. 
Supp. 3d at 756 (“Congress could have used a word other 
than ‘whistleblower’ [in Section 78u-6(h)(1)(A)] but chose not 
to.”).

26  Asadi, 720 F.3d at 627. 
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The mid-level manager, clearly a 
“whistleblower” as defined in Dodd-
Frank because he provided information 
to the SEC relating to a securities law 
violation, would be unable to prove that 
he was retaliated against because of  the 
report to the SEC. The third category of  
protected activity, however, protects the 
mid-level manager.  In this scenario, the 
internal disclosure to the CEO, a person 
with supervisory authority over the mid-
level manager, is protected under … the 
anti-retaliation provision enacted as 
part of  [Sarbanes-Oxley].  Accordingly, 
even though the CEO was not aware 
of  the report to the SEC at the time he 
terminated the mid-level manager, the 
mid-level manager can state a claim 
under the Dodd-Frank whistleblower-
protection provision because he was a 
“whistleblower” and suffered retaliation 
based on his disclosure to the CEO, 
which was protected under SOX.27

 Because the example demonstrates that 
Subsection (iii) is not superfluous, the Fifth Circuit 
declined to find that the statute was internally 
inconsistent or ambiguous.
 
 Courts following the Asadi line of  cases have 
found fault with the Berman line of  cases on the 
grounds that the broader interpretation renders 
other parts of  the statute superfluous. Asadi’s 
criticism was that an expanded definition would 
read the words “to the Commission” out of  the 
definition of  “whistleblower,” thus violating the 
surplusage canon of  statutory construction that 

27  Id. at 627-28.

every word is to be given effect.28 The Eastern 
District of  Wisconsin took still a stronger position, 
saying that “[t]he SEC’s interpretation renders an 
entire section of  the statute superfluous, namely, 
the definition of  ‘whistleblower’ itself. Congress 
could not have defined ‘whistleblower’ more 
clearly, and yet the SEC apparently believes that 
entire definition should be cast aside on the flimsy 
grounds that Congress really didn’t mean it.”29 

 Courts following the Asadi rule have noted that 
the narrower definition of  “whistleblower” does 
not leave internal reporters of  violations without a 
remedy for retaliation; they still have the protections 
afforded under Sarbanes-Oxley.30

CORPORATE CONFIDENTIALITY 
AGREEMENTS ⦁ A second area in which 
Dodd-Frank whistleblower rules can affect 
the balance struck between internal corporate 
compliance systems and external reporting to 
the SEC involves confidentiality agreements—

28  Id. at 628.  

29  Verfuerth v.Orion Energy Systems, Inc., 65 F. Supp. 3d 640, 645 
(E.D. Wis. 2014).

30  E.g.,Verfuerth, 65 F. Supp. 3d at 645-46 (“If  the Dodd-
Frank protections were construed broadly, it would essentially 
replicate and render moot the SOX whistleblower protections 
already in place, which do not require reporting directly to 
the SEC.  Thus, it makes much more sense to assume that 
Congress was attempting to create something different than 
pre-existing law, and it did so by defining ‘whistleblower’ 
and then creating certain protections for those who qualify”); 
Banko, 20 F. Supp. 3d at 757 (Dodd-Frank “is not the only 
protection available to individuals who believe they are 
being retaliated against for revealing securities fraud.  These 
plaintiffs have other options.”).
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whether in the context of internal investigations 
or employment or severance agreements. 

 While a company understandably may want to 
maintain confidentiality obligations with a former 
employee or to preserve the integrity of  its internal 
investigations by limiting its employees’ ability to 
influence witnesses or to discuss or publicize the 
matter under investigation with third parties or 
the general public, the SEC is quite clear that such 
goals should not result in overbroad confidentiality 
provisions that could inhibit reporting violations of  
law to the SEC.  

 Therefore, to the extent such agreements 
include a confidentiality provision, companies 
would be well-advised to review them to ensure 
they do not overstep their bounds and thereby run 
afoul of  SEC regulations against chilling reports of  
potential violations of  law to the SEC.  

 Rule 21F-17 prohibits actions to prevent an 
individual from reporting potential violations to the 
SEC:

No person may take any action to impede 
an individual from communicating 
directly with the Commission staff 
about a possible securities law violation, 
including enforcing, or threatening to 
enforce, a confidentiality agreement 
(other than agreements dealing with 
information covered by [Rules 21F-4(b)
(4)(i) and (ii)] related to the legal 
representation of  a client) with respect 
to such communications.31

 The Interpretive Release explained:

31  17 C.F.R. § 240.21F-17(a).

Rule 21F-17(a) is necessary and 
appropriate because … efforts to impede 
an individual’s direct communications 
with Commission staff about a 
possible securities law violation would 
conflict with the statutory purpose of  
encouraging individuals to report to 
the Commission.  Thus, an attempt 
to enforce a confidentiality agreement 
against an individual to prevent his or her 
communications with Commission staff 
about a possible securities law violation 
could inhibit those communications 
even when such an agreement would 
be legally unenforceable, and would 
undermine the effectiveness of  the 
countervailing incentives that Congress 
established to encourage individuals 
to disclose possible violations to the 
Commission.32

 In both 2014 and 2015, the SEC’s Annual 
Report to Congress on the Dodd-Frank 
Whistleblower Program has warned that the Office 
of  the Whistleblower has been focused on whether 
employers are using confidentiality, severance, and 
other kinds of  agreements to interfere with an 
employee’s ability to report potential wrongdoing to 
the SEC and “is actively working with Enforcement 
staff to identify and investigate practices in the use 
of  confidentiality and other kinds of  agreements 
that may violate this Commission rule.”33

32  Interpretive Release, 76 Fed. Reg. at 34352.

33  2015 Annual Report to Congress on the Dodd-Frank 
Whistleblower Program at 6-7, available at https://www.
sec.gov/whistleblower/reportspubs/annual-reports/owb-
annual-report-2015.pdf; 2014 Annual Report to Congress on 
the Dodd-Frank Whistleblower Program at 8-9, available at 
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 In addition to the actions it has brought against 
certain issuers to enforce Rule 21F-17(a), the SEC 
has indicated that the following types of  conduct 
would be problematic:
⦁ Requiring employees to sign agreements 
mandating that they forgo any whistleblower 
award;34

⦁ Requiring employees to represent, as a 
precondition to obtaining a severance payment, 
that they have not made a prior report of  
misconduct to the SEC;35

⦁ Confidentiality agreements or protective orders 
entered in self-regulatory organization arbitrations 
or adjudicatory proceedings purporting to prevent 
a party from reporting to the SEC possible securities 
law violations that he or she discovers during the 
proceedings.36

 
 The SEC has brought a number of  actions in 
the past year and a half  shedding further light on 
what it considers to be violations of  this rule.

Confidentiality Agreements in Internal 
Investigations
 On April 1, 2015, the SEC brought its first 
enforcement action for violation of  this rule 
against KBR, Inc.37 According to the agreed 
order in settlement, KBR has a compliance 

https://www.sec.gov/about/offices/owb/annual-report-2014.
pdf. 

34  “The SEC as the Whistleblower’s Advocate,” Speech by 
Mary Jo White (Apr. 30, 2015), available at http://www.sec.
gov/news/speech/chair-white-remarks-at-garrett-institute.
html (hereinafter “White Speech”), note 85.

35  Id.

36  Interpretive Release, 76 Fed. Reg. 34300-01 n.407.

37  KBR, Inc., SEC Release No. 74619, 2015 WL 1456619 
(Apr. 1, 2015).  

program through which it receives complaints and 
allegations from its employees of  potential illegal 
or unethical conduct. Its practice is to conduct 
internal investigations of  these allegations, which 
typically include interviews of  employees. KBR 
used a form confidentiality statement as part of  
these internal investigations and included the 
statement as an enclosure to its Code of  Business 
Conduct Investigation Procedures manual; KBR 
investigators had had employees sign the statement 
at the start of  interviews since before the SEC 
issued the Final Rules. The problematic language 
in the form confidentiality statement was as follows:

I understand that in order to protect 
the integrity of  this interview, I 
am prohibited from discussing any 
particulars regarding this interview 
and the subject matter discussed 
during the interview, without the prior 
authorization of  the Law Department. 
I understand that the unauthorized 
disclosure of  information may be 
grounds for disciplinary action up 
to and including termination of  
employment.38

 Significantly, the SEC had no evidence of  any 
instances in which a KBR employee was in fact 
prevented from communicating directly with the 
SEC Staff. Nor was there evidence that KBR had 
in fact taken action to enforce the confidentiality 
agreement or imposed any discipline on any 
employee for violating the confidentiality agreement. 
Rather, the SEC stated that the violation was the 
language of  the agreement itself, which could have 
a chilling effect on employees reporting potential 
violations to the SEC, particularly employees who 
wished to remain anonymous.

38  See KBR, 2015 WL 1456619 at *2.
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 In settlement of  the charges, KBR agreed to 
pay a $130,000 penalty and took remedial action 
by amending its form confidentiality agreement 
and by taking steps to contact all employees who 
had signed the confidentiality agreement from the 
date the rules were promulgated through the date 
of  the order to give them a copy of  the order and 
to state that KBR does not require its employees to 
seek permission from the General Counsel before 
communicating with any governmental agency or 
entity.  The language of  the order suggests that 
KBR’s amendment to its confidentiality agreement 
may be sufficient to comply with Rule 21F-17. The 
amended language is as follows:

Nothing in this Confidentiality 
Statement prohibits me from reporting 
possible violations of  federal law or 
regulation to any governmental agency 
or entity, including but not limited 
to the Department of  Justice, the 
Securities and Exchange Commission, 
the Congress, and any agency 
Inspector General, or making other 
disclosures that are protected under the 
whistleblower provisions of  federal law 
or regulation. I do not need the prior 
authorization of  the Law Department 
to make any such reports or disclosures 
and I am not required to notify the 
company that I have made such report 
or disclosures.39

 In a speech a few weeks after this order was 
entered, SEC Chair Mary Jo White discussed 
the order and took care to note that Rule 21F-
17 is not “a sweeping prohibition on the use of  
confidentiality agreements. Companies conducting 
internal investigations can still give the standard 
Upjohn warnings that explain the scope of  the 

39  Id.

attorney-client privilege in that setting. Companies 
may continue to protect their trade secrets or 
other confidential information through the use 
of  properly drawn confidentiality and severance 
agreements.”40 The key point is to make sure that 
employees understand that “it is always permissible 
to report possible securities laws violations to the 
Commission.”41

 In January 2016, the SEC filed a civil action 
against Sedona Oil and Gas Corporation and its 
president, alleging a number of  violations of  the 
securities laws. One of  the claims asserted against the 
company president was for violations of  Rule 21F-
17; the SEC alleged that while it was investigating 
the company, the president threatened to terminate 
employees who spoke with regulatory authorities 
including the SEC and thereby impeded them from 
communicating directly with Commission staff 
about a possible securities law violation.42

Confidentiality Provisions in Employment 
or Severance Agreements
 This summer, the SEC has issued three orders 
in settlement involving confidentiality provisions in 
severance agreements, asserting that each violated 
Rule 21F-17.

40  “The SEC as the Whistleblower’s Advocate,” Speech by 
Mary Jo White (Apr. 30, 2015), available at http://www.sec.
gov/news/speech/chair-white-remarks-at-garrett-institute.
html (hereinafter “White Speech”). 

41  Id.  The SEC has also stated that Rule 21F-17(a) “is not 
intended to prevent professional or religious organizations 
from responding to a breach of a recognized common-law or 
statutory privilege (e.g., psychiatrist-patient, priest-penitent) 
by one of its members.”  Interpretive Release, 76 Fed. Reg. 
34,300-01 n.409.

42  SEC v. Kenneth W. Crumbley, et al., Case No. 3-16CV-
0172L (N.D. Tex.), filed Jan. 21, 2016.



32  |  The Practical Lawyer  October 2016

 The first order in settlement, involving Merrill 
Lynch,43 was an agreed order in June 2016 in 
which Merrill Lynch agreed to pay $415 million 
in disgorgement, interest and penalties relating 
to claims of  misusing customer cash on options 
trades. Among the claims in the order was a 
finding by the SEC that the following language 
violated Rule 21F-17 by unduly limiting disclosure 
of  confidential information to the SEC:

·	 Language in a standard template that 
prohibited certain departing employees 
from disclosing any aspect of  Merrill 
Lynch’s confidential information or trade 
secrets to any third party except pursuant 
to formal legal process or with the written 
approval of  an authorized Merrill Lynch 
representative. While this language 
expressly permitted an individual to 
disclose confidential information pursuant 
to an order or other requirement of  a court, 
administrative agency, or other authority, 
it did not permit an individual to disclose 
confidential information to such bodies 
voluntarily.

·	 In 2014, Merrill Lynch added a clause to 
its form severance agreement advising the 
departing employee that the severance 
agreement did not prohibit initiative 
communications directly with the SEC or 
other authorities, but limiting the types 
of  information that could be conveyed 
to information relating to the severance 
agreement itself  or its underlying facts or 
circumstances.

 
 As in KBR, the SEC stated that it was unaware 
of  any instances in which a Merrill Lynch employee 

43  In the Matter of Merrill Lynch, Pierce, Fenner & Smith 
Inc., SEC Rel. No. 78141, 2016 WL 4363431 (June 23, 
2016).

was in fact prevented from communicating 
directly with the SEC or in which Merrill Lynch 
attempted to enforce the confidentiality agreement 
to prevent such communications, the SEC found 
that this language operated to impede such 
communications.44 

 Also as in KBR, Merrill Lynch undertook a 
number of  remedial actions prior to settlement, 
which the language of  the SEC’s order implies 
may be sufficient to comply with Rule 21F-17. The 
severance agreements were amended to state that, 
with the exception of  information protected from 
disclosure by applicable law or privilege, nothing 
in the agreement prohibits the employee or his 
counsel from initiating communications directly 
with, responding to any inquiry from, volunteering 
information to, or providing testimony before 
the SEC, among others, in connection with any 
reporting of, investigating into, or proceeding 
regarding suspected violations of  law. The 
agreements now also make clear that the employee 
is not required to advise or seek permission from 
Merrill Lynch before engaging in such activity. 
Additionally, Merrill Lynch employees receive 
mandatory yearly trainings that include a summary 
of  and link to a notice concerning the employees’ 
rights to report possible violations of  law and state 
that employees have the right not to be retaliated 
against for reporting possible securities law 
violations.45

 In the second order in settlement,46 BlueLinx 
Holdings, Inc. agreed in August 2016 to pay a 
$265,000 penalty regarding claimed violations of  

44  Id. ¶¶ 71-74.

45  Id. ¶¶ 76-77.

46  In the Matter of BlueLinx Holdings, Inc., SEC Rel. No. 
78528, 2016 WL 4363864 (Aug. 10, 2016).
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Rule 21F-17. The claimed violations included the 
following:

·	 The SEC contended that BlueLinx’s 
severance agreements contained a 
provision that prohibited the employee 
from sharing with anyone confidential 
information concerning BlueLinx that the 
employee had learned while employed 
by the company, unless compelled to do 
so by law or legal process. The provision 
also required the employee to provide 
written notice to the company or to obtain 
written consent from the company’s legal 
department prior to providing confidential 
information pursuant to such legal process. 

·	 After Rule 21F-17 was adopted, BlueLinx 
reviewed and revised its severance 
agreements to add provisions that a 
departing employee was required to 
accept as a condition of  receiving 
monthly severance payments and other 
consideration from BlueLinx.  In addition 
to the confidentiality provision described 
above, the agreement was amended to 
state that while nothing in the agreement 
prevented the employee from filing a charge 
with the SEC, among others, if  applicable 
law requires that he be permitted to do so, 
the employee was required to agree that 
he was waiving the right to any monetary 
recovery in connection with any such 
complaint or charge he might file. 

 These provisions, according to the SEC, 
raised impediments to participation by BlueLinx 
employees in the SEC’s whistleblower program 
and “removed the critically important financial 

incentives” intended to encourage whistleblowers 
to come forward.47 
 As part of  the settlement, BlueLinx undertook 
to include the following provision in all of  its 
severance agreements and any other agreements 
including prohibitions on the use or disclosure of  
confidential information relating to the company:

Protected Rights. Employee 
understands that nothing contained 
in this Agreement limits Employee’s 
ability to file a charge or complaint 
with the [SEC, among others] 
(“Government Agencies”). Employee 
further understands that this Agreement 
does not limit Employee’s ability to 
communicate with any Government 
Agencies or otherwise participate in 
any investigation or proceeding that 
may be conducted by any Government 
Agency, including providing documents 
or other information, without notice to 
the Company. This Agreement does 
not limit Employee’s right to receive an 
award for information provided to any 
Government Agencies.48

 The third order in settlement,49 against Health 
Net, Inc., was issued approximately one week after 
BlueLinx. It imposed in August 2016 a $340,000 
penalty for violations of  Rule 21F-17 that likewise 
involved waivers of  rights as a condition of  a 
severance agreement. As in BlueLinx, after Rule 
21F-17 was adopted, Health Net had amended 

47  Id. ¶¶ 7-17.

48  Id. ¶ 20.

49  In the Matter of Health Net, Inc., SEC Rel. 78590 (Aug. 
16, 2016).
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its severance agreements to specify that, while not 
prohibited from participating in a government 
investigation, the former employee was prohibited 
from applying for or accepting a whistleblower 
award or any individual monetary recovery from 
the SEC as a condition of  receiving monthly 
severance payments and other voluntarily provided 
consideration by the company. 

 As in KBR, the SEC stated that it was unaware 
of  any instances in which an employee of  Health 
Net did not communicate with the SEC about 
potential securities law violations or of  any efforts 
by the company to enforce these provisions in its 
severance agreements. The SEC found, however, 
that the company had “directly targeted the SEC’s 
whistleblower program” through these provisions 
by removing the financial incentives intended to 
encourage individuals to come forward to the SEC 
with information regarding potential securities 
law violations. As part of  the settlement, Health 
Net undertook to contact its former employees 
who had signed severance agreements containing 
these provisions to inform them that Health Net 
does not prohibit former employees from seeking 
an obtaining a whistleblower award from the SEC 
pursuant to Section 21F of  the Exchange Act.50

 A clear message from these orders and 
proceedings is that the SEC will seek to enforce 
Rule 21F-17 based simply on language that has 
the potential to chill reports to the SEC about 
potential securities law violations, even absent 
evidence that such agreements in fact chilled any 
such reports or were sought to be enforced by the 
employer. Regulated entities and public companies 
therefore would be well-served to perform a 
comprehensive review of  their employment, 
severance, and internal investigation-related 
agreements for language that could be interpreted 

50  Id. ¶¶ 5-15.

by the SEC as potential impediments to current or 
former employees availing themselves of  the SEC 
whistleblower program.

INTERNAL AUDIT/COMPLIANCE 
OFFICERS AS WHISTLEBLOWERS ⦁ A 
third area implicating the balance between 
internal reporting and external whistleblowing 
involves employees charged with internal audit or 
compliance responsibilities. Such employees are 
critical to the functioning of  a Sarbanes-Oxley 
compliance program, and the SEC did not wish 
to create personal financial incentives for such 
employees to subvert their companies’ internal 
compliance procedures by conveying to the SEC as 
a “whistleblower” information conveyed to them 
in the course of  their employment as compliance 
officers. 

 As discussed in Part 1 of  this article, to 
qualify for Dodd-Frank benefits and protections, 
whistleblower submissions to the SEC must consist 
of  “original information,” which must be “derived 
from your independent knowledge or independent 
analysis.”51 The carve-out for internal compliance 
personnel lies in the definition of  “independent 
knowledge” and “independent analysis”:

The Commission will not consider 
information to be derived from your 
independent knowledge or independent 
analysis in any of  the following circumstances:  

….
(iii) … [I]f  you obtained the 
information because you were:

(A) An officer, director, trustee, 
or partner of  any entity and another 
person informed you of  allegations 
of  misconduct, or you learned the 
information in connection with the 

51  See 17 C.F.R. 240.21F-4(b)(1)(i).
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entity’s processes for identifying, 
reporting, and addressing possible 
violations of  law;
(B) An employee whose 
principal duties involve compliance 
or internal audit responsibilities, or 
you were employed by or otherwise 
associated with a firm retained to 
perform compliance or internal 
audit functions for an entity;
(C) Employed by or otherwise 
associated with a firm retained to 
conduct an inquiry or investigation 
into possible violations of  law ….52

 Subparagraph (A) is intended to encompass 
officers, directors, trustees, or partners of  an entity 
“if  they obtained the information because another 
person informed them of  allegations of  misconduct, 
or they learned the information in connection with 
the entity’s processes for identifying, reporting, 
and addressing potential non-compliance with 
law.”53  “Paragraph (A) is not intended to establish 
a general bar against officers, directors, and other 
designated persons becoming whistleblowers any 
time they observe possible violations at a company 
or other entity. For example, paragraph (A) does 
not prevent an officer from becoming eligible 
for a whistleblower award if  the officer discovers 
information indicating that other members of  

52  17 C.F.R. § 240.21F-4(b)(4)(iii).  The term “officer” is 
defined in Rule 3b-2 under the Exchange Act and means 
“a president, vice president, secretary, treasury or principal 
financial officer, comptroller or principal accounting officer 
and any person routinely performing corresponding functions 
with respect to any organization whether incorporated or 
unincorporated.”  17 C.F.R. § 240.3b-2.

53  Interpretive Release, 76 Fed. Reg. at 34318.

senior management are engaged in a securities law 
violation.”54

 Subparagraph (B) is intended to encompass 
employees whose principal duties involve 
compliance or internal audit responsibilities, as 
well as employees of  outside firms that are retained 
to perform compliance or internal audit work for 
an entity. This exclusion would apply whether the 
compliance officer learns about possible violations 
in the course of  a compliance review or because of  
a report by an employee.55

 Subparagraph (C) is intended to encompass 
individuals associated with firms retained to 
conduct internal investigations or inquiries into 
possible violations of  law, to the extent they are 
not already excluded by virtue of  Rule 21F-4(b)
(4)(i) or (ii), regarding attorney-client privilege and 
confidentiality.

 These exclusions from the definition of  
“independent knowledge” and “independent 
analysis” are themselves subject to exceptions. 
If  any of  the exceptions applies, people in the 
categories listed above may be eligible for a 
whistleblower award using information that would 
otherwise be excluded. The exceptions that allow 
internal compliance personnel to avail themselves 
of  the whistleblower program are as follows:

Paragraph (b)(4)(iii) of  this section shall 
not apply if:
(A) You have a reasonable 
basis to believe that disclosure of  
the information to the Commission 
is necessary to prevent the relevant 
entity from engaging in conduct that 

54  Id.

55  Id.
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is likely to cause substantial injury to 
the financial interest or property of  the 
entity or investors;
(B) You have a reasonable basis 
to believe that the relevant entity is 
engaging in conduct that will impede 
an investigation of  the misconduct; or
(C) At least 120 days have elapsed 
since you provided the information to 
the relevant entity’s audit committee, 
chief  legal officer, chief  compliance 
officer (or their equivalents), or your 
supervisor, or since you received the 
information, if  you received it under 
circumstances indicating that the 
entity’s audit committee, chief  legal 
officer, chief  compliance officer (or 
their equivalents), or your supervisor 
was already aware of  the information.56

 The SEC states that it expects that the first 
exception would generally require a demonstration 
that “responsible management or governance 
personnel at the entity were aware of  the imminent 
violation and were not taking steps to prevent 
it” and that “notification to the Commission is 
necessary to prevent the entity from engaging in 
that conduct.”57

 
 Examples of  situations triggering the second 
exception are if  the employee has “a reasonable 
basis to believe that the entity is destroying 
documents, improperly influencing witnesses, or 
engaging in other improper conduct that may 
hinder our investigation.”58 The 120-day period 
described in the third exception “begins to run 
either from the date the whistleblower informed 

56  Id. § 240.21F-4(b)(4)(v).

57  Interpretive Release, 76 Fed. Reg. at 34319.

58  Id.

other senior responsible persons at the entity, or his 
or her supervisor, about the violations, or from the 
date the whistleblower received the information, 
if  the whistleblower was aware that these other 
persons already knew of  the violations.”59 Thus, 
an individual responsible for internal compliance 
under this rule cannot receive a report of  
misconduct and keep silent about it while waiting 
for the 120-day period to run, in order to become 
eligible for a whistleblower award.60 

  The SEC has issued awards to two 
whistleblowers with compliance or internal audit 
responsibilities, one in 2014 of  over $300,000, 
upon determining that the claimant had reported 
the information through the proper channels 
within the company at least 120 days before 
reporting it to the SEC,61 and another in April 
2015 of  over $1 million to a compliance officer who 
had a reasonable basis to believe that disclosure 
to the SEC was necessary to prevent imminent 
misconduct from causing substantial financial 
harm to the company or investors.62 As with prior 
awards under the whistleblower program, and 
in keeping with the stated goal of  the SEC to 
maintain the confidentiality of  whistleblowers, the 
award orders are redacted and provide little detail 
about the underlying matters or the compliance 
professionals who triggered them.

CONCLUSION ⦁ The interplay between the 
Dodd-Frank Whistleblower Program and the 

59  Id.

60  Id.

61  Order Determining Whistleblower Award Claim, SEC 
Release No. 72947, File No. 2014-9 (Aug. 29, 2014), available 
at https://www.sec.gov/rules/other/2014/34-72947.pdf. 

62  Order Determining Whistleblower Award Claim, SEC 
Release No. 74781, File No. 2015-2 (Apr. 22, 2015), available 
at http://www.sec.gov/rules/other/2015/34-74781.pdf. 
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internal corporate governance mechanisms called 
for under Sarbanes-Oxley can create complicated 
tensions between the desire to encourage use of  
effective internal compliance systems and the 
desire to encourage people with knowledge of  
wrongdoing to report what they know promptly to 

the authorities. Dodd-Frank and its implementing 
regulations are still fairly new, and the jurisprudence 
surrounding them is still developing. Careful 
attention to the case law and regulations will 
continue to be required.




