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When you sit down for Thanksgiving dinner in a few days, 
before you start a vigorous debate with Aunt Mary Jo1 
about whether the cranberry sauce should come from a 

can, or whether stuffing (or “dressing,” if you prefer) should be wet 
or dry, we hope you give thanks for the important things in life: 
family, friends, health, and (if applicable) not being hacked in the 
past year.  (Be aware, however, that unlike some of you, hackers do 
work during holidays.  See, e.g., FINRA Letter of Acceptance, Waiver 
and Consent (AWC) No. 20080152998 (Apr. 9, 2010) (describing 
cyberattacks carried out on Christmas Day and the day after 
Christmas)). 

Those firms and compliance officers who followed our Top 10 
Cybersecurity Resolutions for 20152 are hopefully in good shape to 
continue warding off cyberattacks in the coming year.  (Whether they’re 
in good enough shape to run the annual Turkey Trot is another story.)  
But for those who haven’t taken to heart our suggested resolutions (and 
even for those who have), a recent enforcement action by the Securities 
and Exchange Commission (SEC) against an investment adviser (the 
IA) that had been hacked3 should hopefully wake you from your 
turkey-and-stuffing-induced food coma (also known as “postprandial 
somnolence”).4  So sit back, put on your pair of Joey’s Thanksgiving 
Pants,5 and start taking notes for your cybersecurity recipe book.        
A. The SEC’s Case Against the IA

Just as approximately 46 million turkeys are fated for a premature 
trip to that Great Turkey Farm in the Sky,6 so too will many securities 
1. All characters appearing in this work are fictitious.  Any resemblance 
to real persons, living or dead, is purely coincidental (more or less).  
References to laws, rules, and cases are real.  
2. See Brian Rubin, Sam Casey, and Charlie Kruly, 2015 Top 10 
Cybersecurity Resolutions for the New Year, NSCP Currents (Dec. 2014), 
http://www.sutherland.com/NewsCommentary/Articles/169342/2015-Top-10-
Cybersecurity-Resolutions-for-the-New-Year.   
3. Admin. Proc. No. 3-16827 (Sept. 22, 2015), https://www.sec.gov/litigation/
admin/2015/ia-4204.pdf.
4. See https://en.wikipedia.org/wiki/Postprandial_somnolence.  
5.  https://www.youtube.com/watch?v=pvw-G4J4Y2c. 
6. See Nina Rastogi, The Turkey Industrial Complex, Slate, http://www.slate.

firms eventually find themselves the victim of a cyberattack.  The SEC’s 
February 2015 report on its sweep exam found that 84% of broker-
dealers (BDs) and 74% of registered investment advisers (RIAs) had 
“been the subject of a cyber-related incident.”7  So, what can firms 
expect from the SEC after they’re hacked?  If the Commission’s recent 
enforcement action is any indication, the answer is more akin to a 
turkey being served up on a Thanksgiving platter, rather than being 
allowed to live out life to a ripe old age.8 
The Attack

In September 2015, the SEC brought an enforcement action against the 
IA, which had stored sensitive personally identifiable information (PII) 
of its clients and other persons on a third-party-hosted web server.  An 
unauthorized, unknown intruder “attacked” the firm’s web server and 
“gained access rights and copy rights” to the PII of more than 100,000 
individuals, including thousands of the IA’s clients.  While the data was 
“vulnerable to theft,” the SEC’s settlement order does not allege that 
the intruder used the data.  Thus, there was a breach but no proof that 
anything was “taken” or used by the hacker.  Indeed, according to the 
SEC, “[t]o date [more than two years later], the firm has not learned of 
any information indicating that a client has suffered any financial harm 
as a result of the cyber attack.”  
The Firm’s Response 
After the breach, the firm took a number of remedial steps:
• Upon discovering “a potential cybersecurity breach,” the IA 

“promptly” retained more than one cybersecurity consulting firm 
to confirm the attack and assess the scope of the breach. 

• After those consulting firms “could not determine the full nature or 
extent of the breach,” the IA “soon” retained another cybersecurity 
firm to review the initial findings and “independently assess the 
scope of the breach.” 

• Shortly after the breach, the IA provided notice of the breach to 
“all of the individuals whose PII may have been compromised” 
(emphasis added) and offered them free identity monitoring 
through a third-party provider. 

According to the SEC, to “mitigate against any future risk of cyber 
threats,” the firm:
• Appointed an information security manager to oversee data 

security and protection of PII;
• Adopted and implemented a written information security policy;
• Stopped storing PII on its web server;
• Encrypted any PII stored on its internal network;
• Installed a new firewall and logging system to prevent and detect 

malicious incursions; and  

com/articles/news_and_politics/explainer/2008/11/the_turkeyindustrial_
complex.html.  
7. National Exam Program Risk Alert: Cybersecurity Examination Sweep 
Summary at 2 (Feb. 3, 2015), https://www.sec.gov/about/offices/ocie/
cybersecurity-examination-sweep-summary.pdf.
8. See Joseph Pisani, Where Do Pardoned Turkeys Go?, CNBC (Nov. 25, 
2009), http://www.cnbc.com/id/34151441. 
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• Retained a cybersecurity firm to provide ongoing reports and 
advice on the firm’s information technology security. 

The SEC’s Response 
So, what did the SEC do?  Did it say, “Sorry this happened, but you 
acted reasonably under the circumstances.  As a token of our thanks, 
here’s an invitation to Mary Jo White’s Thanksgiving party”?9  Did it say, 
“Good job.  You responded to the breach quickly, you retained experts 
to find out what happened, you contacted all of the individuals who 
‘may’ have been affected, despite finding no evidence that any data was 
taken and used and, just in case, you provided free monitoring.  Here, 
have an extra slice of pie.”?    
No.  Instead, the SEC “considered the remedial acts promptly 
undertaken by [the firm] and the cooperation [the firm] afforded the 
Commission staff,” and brought an administrative cease and desist 
action, censured the firm, and ordered it to pay a civil money penalty 
of $75,000.  The SEC’s charges related to the “reasonableness” of the 
firm’s policies and procedures for safeguarding customer information.  
Often, when the SEC finds that a firm doesn’t have reasonable policies 
and procedures, it tells the firm to cure the deficiency.  Here, instead, 
the SEC sanctioned the firm for its allegedly unreasonable policies 
and procedures.  The SEC rule at issue is Rule 30(a) of Regulation 
S-P,10 which requires RIAs (and other regulated entities) to adopt 
written policies and procedures that are reasonably designed to 
safeguard customer records and information.  Thus, the standard 
is “reasonableness.”  As such, in its order against the IA, the SEC 
alleged that the “firm failed to “adopt written policies and procedures 
reasonably designed to protect customer records and information,” in 
violation of Rule 30(a).  (It is important to note that the SEC did not 
charge the firm for having no policies and procedures.  The SEC has, of 
course, previously sanctioned firms for such failures.11)  
B. What Does This Case Mean for Chief Compliance Officers?

You’re probably saying to yourself, “How am I supposed to respond 
to this case?” And, “Does this mean that any time my firm is 
attacked, we’re going to get sanctioned?”  Based on its charges, the 
SEC presumably had evidence that if the IA had better policies and 
procedures, then the bad conduct would not have occurred.  However, 
the SEC’s Order is problematic because it does not allege any facts to 
establish this charge (other than to state that a breach occurred).12  This 

9. We’re still waiting for our invitation.  We understand that the Debevoise 
dessert dishes and the Cravath cranberry relish are to die for.    
10. 17 C.F.R. § 248.30(a).
11. See, e.g., Admin. Proc. File No. 3-15616 (Nov. 19, 2013), https://
www.sec.gov/litigation/admin/2013/ia-3719.pdf (firm failed to have written 
procedures “concerning three important areas of private fund management: 
(i) valuation of fund assets, (ii) the accuracy of disclosures to fund investors 
about the valuation practice, and (iii) cross trades between clients”); Admin. 
Proc. File No. 3-14644 (Nov. 28, 2011), https://www.sec.gov/litigation/
admin/2011/ia-3324.pdf (firm failed to have any written compliance program 
and failed to have a written code of ethics).  (If the SEC does decide to 
sanction firms for not having any cybersecurity policies and procedures, it 
appears that many firms could be charged.  According to the Commission’s 
February 2015 National Exam Program Risk Alert Cybersecurity Examination 
Sweep Summary, 17% of the RIAs examined did not adopt written 
information security policies.
12. In other cases, where firms have been charged with not having 
reasonable policies and procedures, those policies and procedures often 
directly relate to the “bad” conduct that the policies should have prevented.  
For example, in one enforcement action, the SEC’s Order stated that 
the firm’s failure to adopt and implement written compliance policies and 
procedures reasonably designed to prevent violations of the Investment 
Advisers Act of 1940 “resulted in” the firm’s “engaging in hundreds of 
principal transactions with its advisory clients’ accounts without making the 
proper disclosures and obtaining consent in violation of Section 206(3) of 
the Advisers Act.”  Admin. Proc. No. 3-14645 (Nov. 28, 2011), https://www.
sec.gov/litigation/admin/2011/34-65838.pdf.  In addition, this case stands 
in contrast to other SEC enforcement actions where data has actually been 
taken and used.  See, e.g., Admin. Proc. (Sept. 29, 2009), https://www.sec.
gov/litigation/admin/2009/34-60733.pdf (unauthorized person accessed 

may suggest that any time there is a breach, the SEC will apply a strict 
liability standard and find that a firm’s procedures were not reasonable, 
regardless of factors such as the firm’s size, business model, resources, 
and the type of breach.  
To support its charges, the SEC’s Order provided “examples” of policies 
and procedures that the firm did not have “for protecting its clients’ 
information.”  The Order stated that the firm did not (1) conduct 
periodic risk assessments, (2) employ a firewall to protect the web 
server containing client PII, (3) encrypt client PII on that server, and (4) 
establish procedures for responding to the attack.  The SEC’s examples 
may be best practices for certain firms, but Regulation S-P says nothing 
about risk assessments, firewalls, encryption, or incident response 
plans.  Nonetheless, the SEC’s Order (which is far from clear) suggests 
that a firm can expect an enforcement action if (1) it is attacked, and (2) 
it does not have some or all of the best practices identified above.  
In other words, put that last spoonful of mashed potatoes down and pay 
attention to a (cyber) recipe to die for. 
A Cup of Risk Assessments

As any seasoned Thanksgiving planner knows,13 one must assess what 
could go wrong at dinner.  Will the turkey be too dry or will it fail to 
thaw out?  Could the Butterball Hotline go down?  Should Aunt Mary 
Jo sit next to Great-Uncle Ponzi? 
Assessing cybersecurity issues is somewhat similar to assessing a 
Thanksgiving dinner.  As FINRA noted in its Report on Cybersecurity 
Practices,14 broadly speaking, the purpose of a risk assessment is to 
“identify and analyze potential dangers or risks to a firm’s business 
that could arise through its information technology systems.”15  
FINRA called risk assessments “foundational” to developing a 
cybersecurity program.16  Indeed, the SEC recognized as much in 
2008 when it proposed amending Regulation S-P to “set forth more 
specific requirements for safeguarding information and responding 
to information security breaches.”17  The SEC noted at the time that 
“some firms do not regularly reevaluate and update their safeguarding 
programs to deal with . . . increasingly sophisticated methods of 
attack.”18  Even though the SEC never enacted its proposed revisions to 
Regulation S-P, the SEC’s 2014 cyber-sweep shows that most firms are 
acting as if the Commission had done so: 93% of BDs and 79% of RIAs 
“consider[] risk assessments in establishing their cybersecurity policies 
and procedures.”
All of this suggests that the SEC may view a firm’s failure to employ risk 
assessments as presumptively unreasonable.  Thus, firms that do not 
currently conduct regular risk assessments may want to consider doing 
so going forward.  
A Pound of Incident Response Planning

What will you do if the turkey comes out of the oven and it’s too dry?  
Or, what happens when the turkey won’t reach an internal temperature 
of 180 degrees?  Or, who should change seats if Great-Uncle Ponzi is 
getting on Aunt Mary Jo’s nerves about all the money he’s made through 

accounts and entered unauthorized purchases); Admin. Proc. 3-13181 (Sept. 
11, 2008), https://www.sec.gov/litigation/admin/2008/34-58515.pdf (hacker 
had access to information of approximately 10,000 customers and attempted 
to place more than $700,000 in unauthorized trades in 68 customer 
accounts).  
13. Pardon the pun. (Or pardon the turkey, if you’re like President George 
H. W. Bush, who instituted the Presidential turkey pardon tradition. https://
en.wikipedia.org/wiki/National_Thanksgiving_Turkey_Presentation.) 
14.  https://www.finra.org/file/report-cybersecurity-practices.  Although 
FINRA regulates only BDs, its Report on Cybersecurity Practices is equally 
applicable to RIAs.
15. Id. at 12.
16. Id. at 1.
17. See Proposed Amendment to Regulation S-P, Release No. 34-57427; 
IC-2712; File No. S7-06-08 (Mar. 4, 2008) at 1, available at https://www.sec.
gov/rules/proposed/2008/34- 57427.pdf.  The Commission ultimately did not 
enact its proposed Regulation S-P amendment
18. Id. at 11.
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his investments (in something he calls turkey futures).  How are you 
going to respond?  Do you have your backup turkey ready?  What about 
the backup chicken leftovers to the backup turkey?  How are you going 
to feed your guests?  How are you going to reassure Aunt Mary Jo that 
everything’s okay?    
Much like Thanksgiving “issues” that seem to pop up every year (just 
like those pop-up thermometers), a well-thought-out and tested 
incident response plan can help mitigate the effect of a cyberattack, 
which is perhaps why FINRA has said that firms “should” establish 
incident response plans that include a number of “[e]ffective 
practices.”19  Once again, while Regulation S-P says nothing about 
incident response planning, the SEC’s decision to view the IA’s lack 
of an incident response plan as presumptively unreasonable is not 
surprising.  The federal banking regulators, for example, have long 
issued guidance interpreting their versions of Regulation S-P to include 
incident response planning.20       
Based on the SEC’s not-technically-a-requirement-but-we-really-like-
the-idea, compliance officers may want to consider whether their 
firms should put in place incident response plans.  Even if they already 
have one, compliance officers may want to think about whether those 
plans are adequate.  FINRA’s Report on Cybersecurity Practices has a 
laundry list (or, given our theme, a grocery list) of suggested topics 
for an incident response plan, including containment strategies, 
investigations and damage assessments, and notification to customers 
and regulators.21    
A Slice of a Firewall

Firewalls have recently become an important part of Thanksgiving 
tradition.  Many believe that deep-fried turkeys taste juicier and 
are “not as unhealthy as you think.”22  (That sounds like a regulator-
approved endorsement.)  One problem, however, is that this cooking 
method is probably among the more dangerous ways to prepare 
Thanksgiving dinner.23  Therefore, it might be appropriate to put up 
some firewalls for protection.  
It turns out that firewalls (perhaps of a different sort) can also be an 
important part of the cybersecurity menu.  Interestingly, neither the 
SEC nor FINRA has ever published guidance addressing firewalls.  
Nonetheless, as noted, the SEC Order sanctioned the IA because it did 
not employ a firewall to protect the web server containing client PII.  
In addition, FINRA has suggested that it expects properly employed 
firewalls to be part of a comprehensive cybersecurity plan.  In an April 
2010 enforcement action, FINRA fined a broker-dealer $375,000 after 
a firm database containing confidential customer information was 
hacked.24  Among the remedial steps the firm took after the breach, 
were “add[ing] an additional firewall between the internet and internal 
systems,” even though “there was an existing firewall protecting the 
server.”25  As highlighted by that case, simply employing a firewall may 
not suffice; it should also work properly.  Similarly, in 2009, FINRA 
fined a firm $175,000 after the firm used an “improperly configured 
firewall” and “an ineffective username and password” to protect a server 
 containing sensitive customer information that was ultimately 

19. FINRA Report on Cybersecurity at 23.  
20. See 12 C.F.R. Pt. 30, App. B (Office of the Comptroller of the Currency) 
(requiring, among other things, the use of risk assessments and incident 
response plans and “consider[ation]” of whether encryption is “appropriate” 
for a particular firm); 12 C.F.R. Pt. 255 App. F (Federal Reserve Board); 
12 C.F.R. Pt. 364 App. B (Federal Deposit Insurance Corp.).  Notably, 
the federal banking regulators’ guidance interprets the same statute that 
provides the basis for the SEC’s Regulation S-P.
21. FINRA Report on Cybersecurity at 23.
22. “Deep-fried turkey is not as unhealthy as you think,” http://www.foxnews.
com/leisure/2013/11/26/if-fry-it-will-come/.  
23. See Susanna Pak, Texas Leads U.S. in Thanksgiving Fires as Diners Fry 
Turkeys, Bloomberg Business (Nov. 13, 2012), http://www.bloomberg.com/
news/articles/2012-11-13/texas-leads-u-s-in-thanksgiving-fires-as-diners-fry-
turkeys.  
24. FINRA Letter of Acceptance, Waiver and Consent No. 20080152998 
(Apr. 9, 2010).
25. Id. at 3-4.

hacked.26  In light of these cases, firms may want to consider whether 
and how they employ firewalls to guard sensitive information.    
A Dash of Encryption 

It has recently been suggested to “[e]ncrypt everything, including 
guacamole recipes.”27  (This quotation is real and, as you know, things 
on the Internet are never wrong.)  We have not found anything, 
however, suggesting that you should encrypt your Thanksgiving 
favorites, although it’s not too late to begin the process.  With regard to 
cybersecurity, on the other hand, FINRA has characterized encryption 
as “the last line of defense” when “all of the higher-layer controls fail 
resulting in exposure of data.”28  Most firms appear to take this advice 
to heart; the SEC’s 2014 cyber-sweep found that 98% of BDs and 91% 
of RIAs “make use of encryption in some form.”29  Although the SEC 
gave no indication of what it expected to be encrypted (or how it 
expected the information to be encrypted), FINRA has suggested that, 
at a minimum, firms should encrypt devices and hardware that contain 
sensitive information.  
For example, FINRA has sanctioned a firm that failed to encrypt an 
Internet-facing server containing sensitive information (as seems to 
have been at issue in the SEC’s recent enforcement action against the 
IA).  In the April 2010 FINRA enforcement action discussed above, 
the firm’s database containing customer information “was stored on 
a computer with a persistent Internet connection, thereby leaving the 
information in the database exposed to the Internet.”  Even though the 
database was constantly exposed to the Internet, the database “was not 
encrypted and the Firm never activated a password, thereby leaving 
the default setting of a blank password in place.”  These deficiencies, 
according to FINRA, “permitted international criminals to improperly 
access, by a computer hack,” information about 230,000 firm clients; the 
hackers then attempted to extort money from the firm.  
FINRA has also brought enforcement actions against firms that failed 
to encrypt mobile electronic devices, such as laptops.  In a recent 
enforcement action, FINRA fined a firm $225,000 after a firm laptop 
was stolen from a restroom.30  (We don’t know—or want to know—
why the laptop was in the bathroom.)  The laptop contained customer 
information but was unencrypted.  FINRA noted that the firm’s policies 
and procedures did not require encryption of laptops, but the firm had 
considered and delayed implementing encryption for nearly five years.31  
While it is unclear whether FINRA and the SEC would have brought 
the cases discussed above had the sensitive data been encrypted, the 
enforcement actions strongly suggest that the regulators will not look 
favorably upon a firm’s failure to encrypt PII if that PII is stolen. 
----------------------------------------------------------------------------
The SEC’s case against the IA caused many compliance officers to fall 
flat on their backs out of surprise and fear (much like Charlie Brown 
finds himself every year after Lucy pulls away the football).32  Well, 
Thanksgiving may be a good time to get up, brush yourself off, and re-
review your cybersecurity plans.  As noted, a cup of risk assessments, a 
pound of incident response planning, a slice of a firewall, and a dash of 
encryption could do the trick.  On the other hand, it may make sense 
to start working on these issues before your Thanksgiving break, have 
a normal Thanksgiving dinner (whatever “normal” is to you and your 
family) and then continue your cybersecurity work after you arise from 
your postprandial somnolence.33

Gobble, gobble and Happy Thanksgiving! 
26. FINRA Letter of Acceptance, Waiver and Consent No. 2007009780901 
(Apr. 28, 2009).
27. https://ijnet.org/en/blog/making-case-encryption-guacamole-recipes-top-
secret-documents.  
28. FINRA, Report on Cybersecurity at 20.
29. National Exam Program Risk Alert: Cybersecurity Examination Sweep 
Summary at 4.
30. FINRA Letter of Acceptance, Waiver and Consent No. 2014041619501 
(May 5, 2015).
31. Id. at 2-3.
32. https://en.wikipedia.org/wiki/A_Charlie_Brown_Thanksgiving.    
33. We know only so many fancy phrases.  


