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Crunching The Numbers In NYDFS' Cybersecurity Report 

Law360, New York (March 04, 2015, 11:26 AM ET) --  

For more than 20 years, insurers have been obligated by the Gramm-
Leach-Bliley Act to put in place technical, physical and administrative 
safeguards to protect the confidentiality and integrity of the personal 
information of their customers. Yet, as the recent data breach 
affecting 80 million customers at Anthem Inc. demonstrates, these 
safeguards have not always been able to withstand the increased 
sophistication and ferocity of cybercriminals and rogue states intent 
on invading and disrupting the critical financial infrastructure of U.S. 
insurers for financial and strategic gain. As insurance regulators take 
notice, insurance companies will face greater pressure from 
regulators to demonstrate they have taken adequate measures to 
safeguard protected customer information, with a resulting increase 
in targeted examinations, data calls, investigations and penalties for 
inadequate controls. 
 
On Feb. 9, the New York Department of Financial Services was the 
first insurance regulator to address cybersecurity when it issued its 
Report on Cyber Security in the Insurance Sector that summarizes the results of a survey completed by 
43 insurers about their cybersecurity programs, costs and future plans. The report also announced a 
series of measures that DFS will take in the future to help strengthen cybersecurity in the insurance 
sector. These measures include: (i) regular, targeted assessments of “cybersecurity preparedness” at 
insurance companies as part of the DFS examination process; (ii) enhanced regulations requiring 
insurers to meet heightened standards for cybersecurity, including possible use of multifactor 
authentication; and (iii) examining stronger measures related to the representations and warranties 
insurers receive from third-party vendors that handle customer data, as well as other measures. 
 
“Recent cybersecurity breaches should serve as a stern wake-up call for insurers and other financial 
institutions to strengthen their cyberdefenses,” said New York DFS Superintendent Benjamin Lawsky. 
“Those companies are entrusted with a virtual treasure trove of sensitive customer information that is 
an inviting target for hackers. Regulators and private sector companies must both redouble their efforts 
and move aggressively to help safeguard this consumer data.” 
 
DFS’ intention to push cybersecurity as a priority regulatory matter was echoed by the superintendent in 
a speech he delivered at Columbia Law School on Feb. 25. Lawsky remarked that DFS believes 
“cybersecurity is likely the most important issue in 2015” and that cybersecurity is at the top of the list 
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of things that keep DFS as financial regulators “up at night.” He noted that DFS is working on “concrete 
actions” to help strengthen cybersecurity at its regulated institutions and cited as initiatives the three 
measures noted in the report — with further emphasis on requiring regulated financial institutions to 
receive robust representations and warranties from third-party vendors, potentially including law firms. 
 
The DFS survey of 43 insurance entities (21 health, 12 property/casualty and 10 life insurers) conducted 
in 2013 and 2014 found that 58 percent of insurers reported they had experienced no cybersecurity 
breaches in the prior three years, while 5 percent had experienced more than 10 breaches. The insurers 
also reported experiencing “relatively few negative effects” as a result of their breaches or hacking 
attempts, with only one insurer reporting a significant loss of between $6 million and $10 million as a 
result of the breaches. Perhaps as a reflection of the relative paucity of data breaches affecting insurers 
in 2013 and 2014, 95 percent of respondents thought their information security departments were 
adequately staffed, and only 14 percent reported that their CEOs received monthly briefings on 
information security. However, the report chided that recent data breaches should cause insurers “to 
redouble their efforts to strengthen their cyberdefenses, particularly given the level of sensitive 
customer information that insurers are entrusted with handling.” 
 
In the report, 84 percent responded that their organizations participated in information-sharing 
organizations and 84 percent reported that they conducted audits of third-party service providers that 
handle customer data. Here again, the DFS appeared concerned that even a small number of insurers do 
not conduct audits of third parties or participate in information-sharing organizations. DFS also noted its 
belief that institutions of all sizes “can reap benefits from membership in information-sharing 
organizations, such as the Financial Services-Information Sharing and Analysis Center.” 
 
Nearly all insurers reported having an information security framework in place and providing security 
awareness education to their employees, while 98 percent of insurers reported having a designated 
communications officer for responding to breaches. And while all insurers surveyed reported engaging 
in penetration testing of their systems, DFS noted that the results of this testing can become quickly 
outdated as new threats emerge. Rather, DFS commented that ongoing vulnerability scanning is as 
important, if not more important than penetration testing, in identifying known weaknesses and 
potential exposures. 
 
All insurers surveyed reported utilizing anti-virus software to detect malicious code, firewalls, intrusion 
detection tools and encryption for data in transit. Nearly all companies surveyed employed data loss 
prevention tools and file encryption, while 79 percent reported using intrusion detection systems. Most 
insurers (98 percent) had policies and procedures in place to mitigate the information security risks 
associated with the use of mobile devices, while 72 percent had policies and procedures in place to 
mitigate the information security risks associated with cloud computing. 
 
The survey also covered corporate governance practices surrounding cybersecurity. This included 
participation by an insurer’s different departments in cybersecurity governance, whether insurers have 
a designated information security executive (81 percent) and whether that individual reports to the 
chief information officer (69 percent). DFS observed that only 14 percent of the insurers reported that 
their CEOs are updated monthly on information security issues, although a higher percentage are 
updated quarterly (53 percent) and on an ad hoc basis (60 percent). DFS also noted how often insurers 
updated their boards on information security issues (14 percent annually, 9 percent annually and on an 
ad hoc basis, 26 percent quarterly and 21 percent on an ad hoc basis only). 
 
DFS reported that only one enterprise risk management report of the surveyed insurers provided an in-



 

 

depth identification and analysis of cybersecurity risks and discussed specific steps and ongoing projects 
to mitigate the risks. DFS also noted that to the extent cybersecurity was otherwise specifically 
addressed, it was most often discussed in broad terms as a subset of material operational risk. DFS 
advised that it expects that future ERM filings will include more frequent explicit references to 
cybersecurity as awareness of cybersecurity risks increases. 
 
Finally, the report noted that most institutions “will continue to be challenged by the sophistication of 
cybersecurity threats and the speed at which technology is changing.” DFS will continue to engage in 
discussions with the industry and cybersecurity experts, and will revise its cybersecurity examination 
processes to include extensive training for its information technology examiners, so they are prepared 
to identify vulnerabilities and work with institutions on implementing appropriate solutions. The report 
concluded that DFS “believes that such cooperation and dialogue is essential to developing smart and 
effective cybersecurity programs across New York’s financial services industry.” 
 
While the DFS has recognized the value of information-sharing organizations where companies can 
exchange information about threats, vulnerabilities and possible solutions, it remains to be seen 
whether the insurance regulators will heed their own advice and build an intelligent, coordinated 
regulatory framework to foster improved cybersecurity across the industry. The NAIC’s newly formed 
Cybersecurity (EX) Task Force will hold its initial meeting during the Spring National Meeting on March 
29. According to the NAIC’s meeting preview, the task force will consider cybersecurity guiding 
principles and possibly discuss enhancements to the Financial Condition Examiners Handbook and the 
Market Regulation Handbook as well as cybersecurity training for examiners. Superintendent Lawsky is a 
task force member and it remains to be seen whether the New York initiatives will be considered at the 
national level. 
 
—By Mary Jane Wilson-Bilik and John S. Pruitt, Sutherland Asbill & Brennan LLP 
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