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Enforcement Alert: FINRA has been bringing IM cases, 
social media could be targeted soon 

If you're not capturing your reps' use of instant messaging for business 
purposes, you should know that FINRA has been meting out sanctions for such 
a rule violation. And be forewarned, a new frontier for enforcement this year 
could be social media. 

Last year, FINRA handed out sanctions in seven cases in which the parties 
failed to retain business-related instant messages, according to a listing recently 
compiled by the law firm of Sutherland, Asbill & Brennan. That's the highest 
number of FINRA sanctions involving IM retention so far, looking back to 2005, 
when there was just one case. Many of the cases involved other violations, too, 
but not all. 

There was no clear trend when it came to the amount of fines imposed. In 2006, 
two firms were each fined $50,000, and the central violation for each was failure 
to retain IMs. In each of those cases, FINRA took into consideration the 
corrective actions the firms took before the exams. 

In one if those cases, the firm allowed registered persons to use IM to 
communicate with institutional clients but didn't preserve the messages, and in 
the other case, the firm used a vendor to preserve registered persons' IMs but 
the vendor failed to preserve all of them, according to Sutherland. 

In another 2006 case, a firm was fined $75,000 for allowing reps to use IM and 
wireless handheld devices to send communications, but failing to preserve those 
communications as required by Exchange Act rule 17a-4. 

Yet in a 2007 case, a firm was fined just $11,000 even though failure to retain 
IMs was just one of the violations, the others being registration problems and 
supervisory shortfalls. 

So far this year, FINRA has handed out sanctions in two separate cases that 
included IM-retention violations, the listing reveals. Those weren't stand-alone 
violations. 

The 'next wave' 

No social media fines have been announced yet. That might change soon, given 
that more than a year has passed since FINRA issued guidance to supervise 
social media (BD Week, February 1, 2010). 

"As technology changes and there are different methods by which reps can 
communicate, firms should try to keep up with that and be careful about reps 
getting ahead of them," said Brian Rubin, a partner in the Washington office of 
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Sutherland. "Social media appears to be the next wave that FINRA is strongly 
focused on." 

FINRA mentioned in its 2011 exam priorities letter (BD Week, February 14, 
2011) - and repeated in a recent podcast: "This year, firms can expect FINRA to 
review firms' supervisory systems and recordkeeping for electronic 
communications like social media." 

FINRA officials have indicated they plan to update the guidance, but that doesn't 
mean they won't sanction firms before the update is made. 

"I think that they have clearly given direction in this area, even though they are 
yet working on some additional guidelines with the [social media] task force. And 
they have given a period of time for firms to make appropriate adjustments and 
to conform with the requirements. My view is that, if they find violations, it is 
quite possible, depending upon the extent of them, that an enforcement action 
could ensue," said John Hewitt, a partner in the New York office of McCarter & 
English.  

Asked whether he thinks firms are ready when it comes to supervising social 
media, Hewitt said, "I think that many firms are still exploring the use of the 
media, and are considering how they are going to approach the regulatory 
guidelines." 

Usage trends 

A recent survey of financial services professionals by American Century 
Investments found that 86% of the 303 respondents have a business or 
personal social media account, compared with 73% the year before. Of those 
who use it for business purposes, 55% use it at least several times a week, and 
24% use it daily. 

Fifty-three percent of study participants said their firm has a social media policy 
or guidelines. 

"This tells us that firms are increasingly recognizing usage trends and the 
associated risk, and working to ensure financial professionals are compliant with 
industry regulations," said Jennifer Sussman, director of online marketing and 
experience for American Century. 
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