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SEC’s Whistle-Blower Rules Effective Soon: What Employers Need to Know Now
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As published in Society for Human Resource Management (www.shrm.org), Alexandria, VA, publisher of HR Magazine.
The U.S. Securities and Exchange Commission (SEC) published final rules implementing the whistle-blower provisions of the Dodd-Frank Wall Street Reform and Consumer Protection Act on June 13, 2011. This article highlights what employers need to know before the final rules become effective on Aug. 12, 2011. 

What is the SEC’s whistle-blower award program?

The whistle-blower award program flows from Section 922 of the Dodd-Frank Act, which added Section 21F to the Exchange Act of 1934. Section 21F requires the SEC to pay awards to “whistle-blowers” who voluntarily provide “original information” that leads to a successful securities enforcement action. The awards are available only when the enforcement action results in monetary sanctions exceeding $1 million, but when it rains it pours: Awards must amount to between 10 percent and 30 percent of the total sanction imposed. In other words, these bounties for original information start at $100,000, and the sky’s the limit.

Who’s eligible for an award?

Almost anyone can be a whistle-blower under the SEC’s new rules (17 C.F.R. Section 240.21F). Although entities are excluded from that definition, any individual who provides the SEC with information that relates to a possible violation of the federal securities laws can qualify as a whistle-blower.
What are the requirements for an award?

There are four basic requirements for an SEC whistle-blower award.

· The whistle-blower has to “voluntarily” provide the SEC with information relevant to a possible securities violation. If Congress, the SEC, or another federal agency asks for information, a response to that request is not “voluntary” for the purposes of the whistle-blower program. The same principle applies to information requested by the Public Company Accounting Oversight Board (PCAOB) and other self-regulatory organizations, as well as state attorneys general and state securities regulators.
· The whistle-blower’s information must be “original.” It must be derived from the whistle-blower’s independent knowledge or analysis (as opposed to public records or press accounts). The information also has to be new to the SEC, unless the whistle-blower was the original source of information that the SEC received from someone else.
· The information has to lead to a successful SEC enforcement action. This requirement means that the whistle-blower’s information has to either form the basis for a successful action or contribute significantly to the success of an ongoing action.
· The enforcement action has to result in monetary sanctions, including penalties and interest, that exceed $1 million. To calculate that threshold amount, the SEC will aggregate the sanctions imposed in all proceedings arising from the same nucleus of operative fact, but it will not consider sanctions arising from culpable conduct that the whistle-blower directed, planned or initiated.

Are there any exceptions?

Yes. For one thing, an individual is ineligible for an award resulting from an investigation that leads to his or her own conviction for a criminal violation of the securities laws. And the same is true of people who lie to the SEC during an investigation.

Nor are officers and employees of the SEC, the Department of Justice, the PCAOB, self-regulatory organizations, law-enforcement agencies, or foreign governments eligible for awards.

There are also restrictions on what constitutes original information for the purposes of an award. For instance, would-be whistle-blowers who receive information during the course of communications subject to the attorney-client privilege, as well as those who receive information as part of a company’s internal reporting and compliance process, are deemed not to possess “original” information. Public accountants who learn of a possible securities violation during the course of an audit are similarly ineligible for an award under the original-information requirement.

One of the more controversial aspects of the SEC’s final rules, however, is that the original-information exceptions have exceptions themselves. Thus even attorneys, compliance personnel, and independent auditors can become eligible for whistle-blower awards if they reasonably fear that a potential violation of the securities laws will cause substantial injury to the company or its investors. In addition, compliance personnel and auditors (but not attorneys) can become eligible for an award if they reasonably believe the company is engaging in behavior that would impede a proper investigation of a potential violation, or if the company fails to act on information concerning the violation within 120 days.

What about internal compliance programs?

The SEC’s final rules include several provisions designed to encourage the use of internal reporting mechanisms before a whistle-blower turns to the SEC.

First, in determining whether information submitted to the SEC is original for the purposes of an award, the final rules give whistle-blowers up to 120 days’ credit for information submitted to the company first. For example, if an employee shares her concerns about a potential securities violation with company management on Sept. 1, and the SEC learns about the violation from another source in October, the employee can still receive credit for providing original information if she does so within 120 days of her initial report to the company.

Second, a whistle-blower’s approach to a company’s internal compliance procedures can affect the size of an award. For instance, whistle-blowers who participate in a company’s internal compliance programs or help with an internal investigation before turning to the SEC can increase the size of an eventual award. By contrast, employees who interfere with a company’s internal compliance programs, or who take a wait-and-see approach to potential violations, may end up with a smaller award (within the 10 percent to 30 percent bounty range, however).

Can employers discipline employees for becoming whistle-blowers?

No. The Dodd-Frank Act dramatically expanded the scope of anti-retaliation protection for employees who report potential securities violations, and the SEC’s final rules make clear that those protections apply regardless of whether a whistle-blower qualifies for an award under the new bounty program. Employers that discipline, threaten, or otherwise discriminate against employees for whistle-blowing activities can be sued directly in federal court up to 10 years after the retaliation occurs. Moreover, employees who prevail in a retaliation action are entitled to reinstatement, double back-pay with interest and the litigation expenses that they incur pursuing that relief.

Are the new rules retroactive?

Although the new rules will officially take effect on Aug. 12, 2011, the SEC will consider information submitted as early as July 21, 2010, (the date of the Dodd-Frank Act’s enactment), in determining whistle-blower eligibility for bounty awards. By the same token, retaliatory actions after July 21, 2010, are prohibited by law, regardless of whether the SEC’s new rules have taken effect.

How should employers respond?


In a sense, the SEC’s whistle-blower program leaves employers between a rock and a hard place. On one hand, avoiding securities violations requires companies to encourage employee participation in their internal compliance programs. On the other, as a practical matter, the new anti-retaliation rules prevent companies from disciplining employees who fail to report suspected misconduct internally before turning to the SEC.

This dilemma warrants a two-pronged response. First, companies should establish a robust and responsive internal compliance program—one that gives employees confidence in their company’s commitment to compliance with the securities laws. Recognizing the efforts of employees who contribute to the company’s compliance efforts, and keeping them informed of the company’s responses to their concerns, can help create an environment where internal reporting is the norm. Simply put, employees who trust their employer are more likely to share their concerns with management, and catching potential problems before they mature into seven-figure securities violations requires an aggressive approach to early detection.

An employer’s compliance policies should unambiguously set out procedures for avoiding, reporting and correcting potential problems in a way that is easy for employees to understand. And compliance training is essential: Employees need to know what the rules are before they can follow them. In that regard, supervisor training is especially important to ensure that information from would-be whistle-blowers makes it to the right people within the company.

Another way to encourage internal reporting is to make it easy. Consider establishing dedicated resources for employees to share their concerns about misconduct and compliance issues. Whether through supervisors, the human resources department, or anonymous hotlines and online forms, giving employees several options for reporting potential securities violations can prevent strained personal relationships from impeding the internal flow of information.

The second part of an effective response to the SEC’s whistle-blower program is the establishment of a strong and unequivocal anti-retaliation policy. These policies not only foster the trust essential to a successful internal compliance program; they also shield an employer from inadvertent exposure to liability under Dodd-Frank’s anti-retaliation provisions. Preserving the integrity of an internal compliance program and avoiding liability for double back-pay and attorney’s fees at the same time is a win-win solution.

In formulating anti-retaliation policies, employers should bear in mind that the Dodd-Frank Act and SEC rules are not entirely clear about whom and what activities they protect. For example, a federal judge in New York recently held that employees can theoretically qualify for whistle-blower protection merely by cooperating in an internal investigation conducted by the employer’s outside counsel (Egan v. TraningScreen Inc., S.D. N.Y., No. 10-CIV-820 (May 4, 2011)). To be prudent, err on the side of caution.

The same advice applies to arbitration agreements. Although the Dodd-Frank Act does not explicitly bar mandatory-arbitration agreements for SEC whistle-blowers, other parts of the act do prohibit the enforcement of arbitration agreements against whistle-blowers pursuing retaliation claims under the Sarbanes-Oxley Act. Given that legislative history, and the substantial overlap between retaliation claims for whistle-blowers under Sarbanes-Oxley and the SEC’s bounty program, courts may take a dim view of employment agreements that require SEC whistle-blowers to submit their retaliation claims to arbitration. As a precaution, employers should thus carefully review any arbitration clauses in their employment contracts.

With all of that said, Dodd-Frank’s anti-retaliation rules do not preclude legitimate disciplinary responses to employee misconduct. As one judge put it in the Sarbanes-Oxley context, anti-retaliation rules are “not a license to steal documents and break contracts” (JDS Uniphase Corp. v. Jennings, 473 F. Supp. 2d 697 (E.D. Va. 2007)). Employees who contribute to a violation of the law, through either action or indifference, are as subject to discipline now as they were before Dodd-Frank. Indeed, the SEC rules themselves “do not provide amnesty” to whistle-blowers, and the SEC has explicitly reserved the right to take enforcement action against whistle-blowers who violate the securities laws.

In short, the SEC’s whistle-blower award program may raise the costs of compliance, but it does not take away a company’s authority to regulate and control its workforce. Part of maintaining a culture of compliance is disciplining employees who would undermine it.

Employers should also remember that there are viable defenses to retaliation claims. Simply put, employees can’t hide behind a report to the SEC if the employer would have taken the same disciplinary action regardless of any whistle-blowing activity. To successfully assert that defense, however, companies have to keep good records. Personnel files, employee evaluations, and third-party complaints can provide legal justification for the decision to discipline a whistle-blower, but only if those documents still exist. Given the extraordinarily long limitations period for retaliation claims, employers should take a fresh look at their document-retention policies and make any necessary changes as soon as possible.

Needless to say, time is of the essence. The rules governing the SEC’s bounty program become effective in August, and in this case, prevention is surely the best medicine.

Allegra J. Lawrence-Hardy is a partner in the Litigation Practice Group at Sutherland Asbill & Brennan LLP and co-leader of the Business and Commercial Litigation team in Atlanta. Lee A. Peifer is an associate in Sutherland’s Litigation Practice Group.

Editor’s Note: This article should not be construed as legal advice.
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